
 

 
 
 
 
 

Your CCTV System and the ICO Regulations for  
Commercial Properties 

 
Under the Data Protection (Charges & Information) Regulations 2018, individuals and organisations 
that process personal data need to register with the Information Commissioner’s Office (ICO), unless 
they are exempt. 
 
What does this mean when it comes to your CCTV System? 
 
If you are a business using CCTV for the prevention and detection of crime you need to register your 
system with the ICO. The following link will guide you through the process. The cost is £35 a year 
and is a legal requirement. 
 
To check if you are required to register, please follow this link and answer the required questionnaire.  
  
We highly recommend that you take the 5-minute questionnaire however the 3 key questions you 
need to ask yourselves are these: 
  

• Is your CCTV system on your house and solely for the personal protection of you, your family 
or household affairs that are not connected to commercial or professional activities?  
If yes then you should be exempt from registering and paying a fee. 

  
• Do you use CCTV for the purposes of crime prevention, and is there a likelihood that the 

information will be used in a court of law? 
If yes then you will be required to register and pay the fee. 

 
• Are you only processing personal data for your core business purposes? 

If yes then you do not need to register or pay the fee. 
  
It is important that your organisation adheres to the principles of the ‘General Data Protection 
Regulations’ and understands the best practice for managing information.  
  
 
 

For further in depth information please look at ICO website https://ico.org.uk/ 
 

  

Your CCTV Operator Obligations 

https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/
https://ico.org.uk/


 

 
 
 

GDPR & The 7 Data Protection Principles 
 
 

The 7 Data Protection Principles under GDPR guidelines requires that personal data is to be: 
 
 

1. Processed lawfully, fairly and in a transparent manner in relation to individuals. 
 
2. Collected only for specified, explicit and legitimate purposes and not processed further in a 

manner that is incompatible with those purposes; further processing for archiving purposes in 
the public interest, scientific or historical research purposes or statistical purposes shall not be 
considered to be incompatible with the initial purposes. 

 
3. Adequate, relevant and limited to what is necessary in relation to the purposes for which they 

are processed. 
 

4. Accurate and, where necessary, kept up to date; every reasonable step must be taken to 
ensure that any personal data that is inaccurate, having regard to the purposes for which they 
are processed, are erased or rectified without delay. 
 

5. Kept in a form which permits identification of data subjects for no longer than is necessary for 
the purposes for which the personal data is processed; personal data may be stored for longer 
periods insofar as the personal data will be processed solely for archiving purposes in the 
public interest, scientific or historical research purposes or statistical purposes subject to 
implementation of the appropriate technical and organisational measures required by the 
GDPR in order to safeguard the rights and freedoms of individuals. 
 

6. Processed in a manner that ensures appropriate security, integrity & confidentiality of the 
personal data, including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures. 
 

7. The controller shall be responsible for, and be able to demonstrate compliance to these 
principles 

 
 

  



 

 
 
 

The Surveillance Camera Code of Practice 
12 Guiding Principles 

 
 

The CCTV Systems Operators should adopt the following 12 guiding principles: 
 

1. Use of a surveillance camera system must always be for a specified purpose which is in pursuit 
of a legitimate aim and necessary to meet an identified pressing need. 

 
2. The use of a surveillance camera system must consider its effect on individuals’ and their 

privacy, with regular reviews to ensure its use remains justified. 
 
3. There must be as much transparency in the use of a surveillance camera system as possible, 

including a published contact point for access to information and complaints. 
 

4. There must be clear responsibility and accountability for all surveillance camera system 
activities including images and information collected, held & used. 

 
5. Clear rules, policies and procedures must be in place before a surveillance camera system is 

used and these must be communicated to all who need to comply with them. 
 

6. No more images and information should be stored than that which is strictly required for the 
stated purpose of a surveillance camera system, and such images and information should be 
deleted once their purposes have been discharged. 

 
7. Access to retained images and information should be restricted and there must be clearly 

defined rules on who can gain access and for what purpose such access is granted; the 
disclosure of images and information should only take place when it is necessary for such a 
purpose or for law enforcement purposes. 

 
8. Surveillance camera system operators should consider any approved operational, technical 

and competency standards relevant to a system and its purpose, and work to meet and 
maintain these standards. 

 
9. Surveillance camera system images and information should be subject to appropriate 

security measures to safeguard against unauthorised access and use. 
 

10. There should be effective review and audit mechanisms in place to ensure legal 
requirements, policies and standards are complied with in practice, and regular reports 
should be published. 

 
11. When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is 

a pressing need for its use, it should be then used in the most effective way to support 
public safety and law enforcement with the aim of processing images and information of 
evidential value. 

 
12. Any information used to support a surveillance camera system which compares against a 

reference database for matching purposes should be accurate and kept up to date. 
 


